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For companies, operators and manufacturers
of machines and systems, fast and economi-
cal service and maintenance is an essential

requirement.

Here, the user's remote access takes place
indirectly via an intermediary cloud. This
means that the user connects to the cloud
via the Internet and then obtains access via
the cloud to the machine for which he has the

corresponding authorizations.
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REALIZATION WITH BENEFIT

In addition to the aspects of cost-effectiveness and flexibility,
however, remote maintenance access also offers a certain risk
potential due to the misuse of access to the operator's core
processes. In order to take advantage of remote maintenance
access, a coordinated security concept with the following two

components is of elementary importance:

1. Only authorized persons get access via an encrypted
data connection according to the principle of minimal
access authorization via VPN and the necessary

\ security mechanisms like 2-factor authentication with

the router mbNET via the portal mbCONNECT24.

2. During on-site maintenance, there was the “look
over the shoulder” to check the actions of the
external service provider or even the company’s
own personnel. By analyzing network traffic during

” remote access, IRMA® is able to quickly detect

and alert to abnormalities, malfunctions and cyber

attacks. A shutdown can thus be avoided at an early

stage and all changes to machines and systems are

documented.

more information >>



REQUIREMENTS FULFILLED

Automated tool for network documentation
during machine handover

At the push of a button, the complete asset documen-
tation and a logical network structure plan are made
available within a very short time, thus documenting the
delivery status at handover.

Fast fault diagnosis during the
warranty period
The detailed representation of the devices and systems

including the communications and protocols used
simplify the search for the cause of the fault.

Logging of remote access activities

Adjustment work on machines and systems is immedia-
tely and fully logged and displayed.
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Detection of unknown network subscribers
and unauthorized communications
Continuous recording during remote access enables

cognitive analysis of communications. Abnormalities and
anomalies are immediately detected and alerted.

Documentation of changes in service and
maintenance

For traceability of changes during operation, all network
traffic is recorded and is immediately available for

detailed analysis.

Increasing the level of IT security
- already today

In the end-to-end security concept, confidentiality, authen-
ticity and availability of the networked OT systems are
guaranteed and faults and attacks are detected at an

early stage.

ACHTWERK GMBH & CO. KG

Am Mohrenshof 11a | 28277 Bremen
Phone: +49 421 / 8784788-0 | kontakt@acht-werk.de

www.acht-werk.de/angebot




